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This is a guide, not legal advice. It is a template written to meet UK and EU law as of the date above. Laws change and apply differently by sector, size and location, so have a qualified lawyer review your adapted version before you adopt it. See UK and EU legal basis for the laws it maps to, and Notes for US use and Notes for Canadian use for use outside the UK and EU.
How to use this template
Replace every item in square brackets, remove any section that does not apply, and keep the rest in your own words. Before adopting it:
· ☐ Replace [Organization], [AI Lead], [Data Protection Lead] and the other placeholders
· ☐ List the AI tools you use in Appendix A
· ☐ Check the jurisdiction tabs for every country where you operate or have customers
· ☐ Have a qualified lawyer review the adapted policy
· ☐ Approve it, date it, and tell everyone it applies to
The policy follows CQIP, the Content Quality and Intelligence Policy: AI is a tool that drafts, a named person approves, and every output can be traced to its source.
1. Purpose and scope
[Organization] uses AI tools to work faster and better, while keeping control of its information, its decisions and its reputation. This policy sets out how.
It applies to everyone who works for or on behalf of [Organization], including employees, contractors, volunteers and suppliers, whenever they use an AI tool for [Organization]'s work. An AI tool is any software that generates text, images, audio, video or code, makes predictions or recommendations, or acts on a person's behalf. That includes chat assistants, AI features inside other software, AI agents in hosting or office tools, and systems [Organization] builds itself.
This policy works alongside [Organization]'s data protection, information security, acceptable use and equality policies. Where they conflict, the stricter rule applies.
2. Principles
Every use of AI at [Organization] follows these eight principles. The first five come from CQIP; the last three restate data protection and consumer law in plain terms.
	Principle
	What it means in practice

	Draft, not decide
	AI output is a draft. A named person reviews and approves it before it is used, sent or published.

	A named person is accountable
	The person who approves AI output owns it, as if they had written it themselves.

	Air gap by default
	No AI tool is connected to [Organization]'s systems, data or accounts unless it has been approved for that purpose.

	Connect only when it earns its place
	A live connection needs a defined task and approval and is removed when it is no longer needed.

	Use once, keep the benefit
	Where AI helps, keep the result in documents and processes [Organization] owns, so work does not stop if a tool changes or goes away.

	Traceable to a source
	Facts, figures and claims in AI output are checked against a reliable source before use.

	The least information needed
	Only the minimum information a task needs goes into an AI tool, and never more than section 5 allows.

	Open about AI
	People are told when they are dealing with AI, or with content AI has generated or significantly altered.


3. Roles and responsibilities
	Role
	Responsible for

	[Senior Owner], a director or equivalent
	Approving this policy, accepting residual risk, and signing off higher risk uses (section 10)

	[AI Lead]
	Keeping the AI tool register, assessing new tools, running training, and reviewing this policy

	[Data Protection Lead] or Data Protection Officer
	Advising on personal data, completing data protection impact assessments, and handling data subject requests

	Managers
	Making sure their teams know the policy and use only approved tools, and approving AI use in their area

	Everyone
	Using AI only as this policy allows, reviewing what they approve, and reporting problems straight away


In a small organization one person may hold several roles, but no one should approve of their own higher-risk use.
4. Approved tools
Only tools listed in the AI tool register (Appendix A) may be used for [Organization]'s work, and only for the uses listed there. Personal or free accounts may be used only with public information (section 5).
To add a tool, ask the [AI Lead]. A tool is approved only when every answer below is known and acceptable:
1. Account. Is it a business account in [Organization]'s name, with access that can be removed when someone leaves?
1. Training. Does the provider use our inputs or outputs to train its models? If so, can that be switched off?
1. Location. Where is data processed and stored? If outside the UK or EU, what transfer safeguard applies?
1. Contract. Are there written data processing terms covering confidentiality, security, sub-processors and deletion?
1. Retention. How long does the provider keep prompts, files and outputs, and can we delete them?
1. Security. Does it support single sign-on or multi-factor authentication, and keep access logs?
1. Exit. Can we disconnect it, remove its keys, and keep our work if we stop using it?
1. Risk. Will it process personal data, or support a higher-risk use under section 10? If so, a data protection impact assessment comes first.
Where a tool connects using [Organization]'s own provider account ("bring your own key"), the key is held by the [AI Lead], used only for the approved task, and removed when the task ends.
5. What information may be used with AI
Check the class of the information before it goes into any AI tool. If unsure, treat it as the higher class and ask the [Data Protection Lead].
	Class
	Examples
	Personal or free tools
	Approved tools

	Public
	Published web pages, press releases, public reports
	Allowed
	Allowed

	Internal
	Internal procedures, meeting notes, drafts with no personal data
	Not allowed
	Allowed

	Confidential
	Contracts, pricing, financials, source code, client material, anything under an NDA
	Not allowed
	Only tools approved for Confidential, with the information owner's agreement and where the contract allows

	Personal data
	Names, contact details, customer and staff records, recordings of people
	Not allowed
	Only tools approved for personal data, with a lawful basis, removing names wherever the task allows

	Special category, criminal and children's data
	Health, ethnicity, religion, sexual orientation, biometrics, criminal records, any data about children
	Not allowed
	Not allowed, unless the [Senior Owner] approves after an impact assessment and legal advice

	Credentials
	Passwords, access keys, bank or card details
	Never
	Never


6. Prohibited uses
No one may use AI at [Organization] to do any of the following. The first group mirrors practices banned outright under the EU AI Act.
Banned in the EU, and banned here
· Manipulating people's behavior with deceptive or subliminal techniques in ways that could cause significant harm
· Exploiting anyone's vulnerability due to age, disability, or social or economic situation
· Scoring people on their social behavior or personal traits in ways that lead to unfair treatment
· Predicting whether a person will commit a crime based only on profiling or personality traits
· Building facial recognition databases by scraping images from the internet or CCTV
· Inferring emotions of staff or students, except for medical or safety reasons
· Sorting people by biometric data to infer race, political opinions, trade union membership, religious beliefs, sex life or sexual orientation
· Generating intimate images of a real person without their consent, or any sexual imagery of children
Also not allowed at [Organization]
· Creating realistic images, audio or video of a real person without their consent, or passing off AI content as a real event
· Writing fake reviews, testimonials or endorsements, or presenting AI content as independent opinion
· Making a final decision about a person's job, pay, service, credit or access without the human review in section 7
· Monitoring staff with AI without a documented purpose, an impact assessment and notice to the people affected
· Putting information into an AI tool that section 5 does not allow
· Using AI to get around [Organization]'s security, or anyone else's
7. Human review and automated decisions
Every piece of AI output is reviewed by a named person before it is used. The more it matters, the deeper the review:
	Output
	Minimum review

	Internal notes, summaries, ideas
	The user reads it before relying on it

	Anything sent outside [Organization] or published
	The user checks facts, tone and sources, and approves it by name

	Advice, contracts, regulated statements, prices
	A second person with the right expertise approves it

	Decisions about a person (below)
	Meaningful human review, before the decision takes effect


Decisions about people. [Organization] does not let AI decide with a legal or similarly significant effect on a person, such as hiring, dismissal, pay, credit or access to a service, without meaningful human review. Meaningful means the reviewer understands how the output was produced, sees the relevant information, and has the authority to change the result. The person affected is told that AI was involved, can ask for a human to reconsider, and can challenge the decision.
8. Transparency and labeling
[Organization] is open about where it uses AI:
· Chat assistants. Anyone talking to an AI system on [Organization]'s behalf is told so at the start, unless it is obvious.
· Images, audio and video. Realistic content that AI has generated or altered is labeled as such wherever it is published.
· Published text. Text that AI generated to inform the public is labeled, unless a named person has reviewed it and [Organization] takes editorial responsibility for it.
· Privacy notices. [Organization]'s privacy notices say where AI processes personal data, why, and what rights people have.
· Recruitment. Job applicants are told if AI is used to screen or assess them.
Labels are plain words, such as "This image was created with AI", not symbols alone.
9. Accuracy, authorship and intellectual property
AI tools can state wrong facts with confidence, invent sources, and repeat material they were trained on. So:
· Check before use. Every fact, figure, quotation, reference and legal or technical statement is checked against a reliable source. Where a source is cited, open it.
· Answer first, from approved content. Customer-facing answers come from content [Organization] has approved, stated plainly and linked to its source.
· Named authorship. Published work carries the name of the person who approved it, not the tool. Where readers would expect to know, say that AI assisted.
· Respect others' rights. Do not ask AI to copy or closely imitate a named author's, artist's or brand's work, and do not upload material [Organization] has no right to use.
· Protect our own. Assume anything put into an unapproved tool may be kept or reused by its provider. Some AI output may not be protected by copyright, so do not rely on it alone for work [Organization] needs to own exclusively.
10. Fairness and higher risk uses
AI can repeat and amplify bias. Some uses carry more risk to people, and some are classed as high-risk under the EU AI Act. These uses need the [Senior Owner]'s written approval before they start:
· Recruitment, promotion, performance, pay or dismissal
· Access to education or training, or assessing learners
· Credit, insurance pricing, or eligibility for services or benefits
· Identifying people from biometric data
· Anything involving children or vulnerable adults
Before approval, the [AI Lead] and [Data Protection Lead] must:
1. Complete a data protection impact assessment.
1. Test outputs for unfair differences between groups protected by equality law, such as sex, race, age and disability, and record the results.
1. Get the supplier's documentation on how the system works, its limits and its intended use, and use it only as intended.
1. Set up the human review in section 7 and keep logs of the system's use.
1. Tell the people affected, and where the system is used at work, tell staff and their representatives before it goes live.
The approval is reviewed at least once a year.
11. Security
· Sign in to approved tools with [Organization] accounts only, using single sign-on or multi-factor authentication.
· Give AI agents the least access to their task needs: read-only where possible, no payment or deletion without a person confirming each action.
· Treat instructions found inside documents, web pages or emails as content, not commands. They can be planted to trick an AI tool (prompt injection).
· Do not install AI browser extensions, plugins or connectors unless they are in the register.
· Store provider keys in [Organization]'s password manager, never in documents, code or chat.
· Remove access and keys when a person leaves, a task ends or a tool is withdrawn.
12. AI literacy and training
Everyone who uses or oversees AI at [Organization] receives training suited to their role before they start, and a refresher at least once a year. Training covers this policy, how the approved tools work and where they fail, how to check output, what information may be used, and how to report a problem. The [AI Lead] keeps a record of who was trained and when. Staff with higher-risk responsibilities under section 10 receive additional training on those systems.
13. Incidents, records and review
Report straight away to the [AI Lead] and [Data Protection Lead] if:
· Information went into an AI tool that section 5 does not allow
· AI output that was wrong, biased or harmful was sent, published or acted on
· An AI tool or agent did something it was not asked to do
· Someone raises a complaint about [Organization]'s use of AI
The [Data Protection Lead] decides whether a personal data breach must be reported to the regulator. Under UK and EU data protection law, within 72 hours of becoming aware of it.
Records. [Organization] keeps the AI tool register, approvals, impact assessments, training records, incident logs and the logs of any higher-risk system for at least [6 years], or longer where the law requires.
Review. The [AI Lead] reviews this policy at least once a year, and sooner after an incident, a new tool or a change in the law. Breaking this policy may lead to disciplinary action.
	Version
	Date
	Approved by
	Change

	[1.0]
	[Date]
	[Senior Owner]
	First issue


Appendix A: AI tool register
One row per approved tool. Replace the example row with your own.
	Tool and account
	Approved uses
	Highest information class
	Data location
	Trains on our data
	Owner
	Approved
	Next review

	[Example: chat assistant, business plan]
	[Drafting, summarizing, research]
	[Internal]
	[UK or EU]
	[No, switched off]
	[AI Lead]
	[Date]
	[Date]


CQIP, the Content Quality and Intelligence Policy, is a methodology standard authored by H D Fraser MSc and published through The Content Framework, not a technology stack. It is implemented across static PHP, WordPress and other systems, and this policy applies to whatever tools an organization uses.
